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What we aim to cover

« Issues facing young people online
« Your concerns

- Q&A

Mr David Thatcher Assistant Headteacher (i/c Online Safety)

Mrs Joanne Colby (Safeguarding Officer)

internet
matters.org

https://www.internetmatters.org/issues/screen-time/protect-your-child/



https://www.internetmatters.org/issues/screen-time/protect-your-child/

Main issues facing yvyoung people online

« Screentime

* |Inappropriate content
* Online reputation

« Privacy & identify theft
« Self harm

« Cyberbullying

« Online grooming

« Sextfing

« Self Harm

 Radicalisation

Aim:

Share knowledge

Offer advice

Reassure you

Encourage positive choices
Support

Working together

internet
matters.org
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Online pressures in the first

year of Secondary School matters.org
Parental concerns

internet

Use of social media Managing digital
relationships

03% /19 / 59

Of parents of Year 7 pupils Are worried they Said they were anxious
are concerned their children ftNi” be pushed into about their child's ability

are under pressure to have sharing images to manage online

multiple social media apps or videos relationships



Exposure to Having the

Pressure to take part in
cyberbullying right phone

dangerous challenges

3/4 8/10 8%

Worried their kids
felt the strain of having
the latest device

Parents of Year 7 pupils said
they were concerned about
cyberbullying

Fear they would be pressured
into taking part in harmful
online challenges and crazes

Smartphone use in schools

O O
S59% 49%
Of UK parents agreed Believed children should
be allowed to carry them on

that phones shouldn't
be allowed inside school the way to and from school



Online activities

Checking-in with friends and the world
on a range of social apps - Snapchat
being the number one destination
followed by Instagram

Watching TV online through YouTube

Building their digital footprint by
sharing details about their day to day
life with friends and family or people
they've met online

Gaming online with friends regularly

Doing homework through video chats
with friends

Taking part in online challenges
with friends

Developing online relationships
some of which are purely digital

« Raising awareness of a cause

they are passionate about to effect
positive change

« Joining online forums to meet
others with the same interests.

Online education

internet
matters.org



Screen Time

What are the benefits? G o

Gives children access to a wealth of
information to build their knowledge

EI RSN ENINLE ]

Technology takes away physical
barriers to social connections to
make children less isolated

Exposure to tech has proven to
improve children’s learning and
development

Online games and activities internet
enhance teamwork and creativity matters.org
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Screen Time

Effect on
behaviour

Constant use of a device
and features like auto-play
on platforms can be habit
forming and encourage
children be spend longer
on screens

3zL
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Effect on sleep

Blue light from phones can
ick the brain into thinking
till daylight making it
difficult to sleep
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Effect on
the brain

Screens can have a
drug-like effect on the
children's brains which can
make them more anxious

It can make children more
forgetful as they rely on
things like Google, GPS
and calendar alerts to
look up information

internet
matters.org




Five top tips to manage
children’s screen time

Cet the whole family to
unplug and create 'screen
free' zones at home

Help your child make the most of their time on and offline

Set a good example with
your owh device use

Children will tend to model their behaviours
on you, so if you start reading a book, they
may follow your lead.

-\

Talk together about Use technology and apps
the time they to help manage screen
spend online :

Understand what tl me

they're doing, and For example, the Forest app enables them

explain your

concerns. to grow a beautiful forest each day thﬁ'y

don't use their phone for a set amount of
time. The iPad's ‘Guided Access' limits the
time you can access any given app, which
can be great for younger children.




Screen Time

g
| —— \A/;
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NEWS 5m ago

BBC News
YouTuber burnout: What it's like to have thousands
of people adore or insult you

SCREEN TIME 17m ago

Weekly Report Available
Your screen time was down 18% last week, for an
average of 3 hours, 47 minutes a day.

14 | CALENDAR Tomorrow

DUTY DAY
Tomorrow

Yesterday, 19:23

Final '.whistle Chelsea — Newcastle United! II ©
] [ 111

2-1
notifications

es

.11 EE WiFiCall = 10:00 © 87% )
£ Settings Screen Time
; Downtime
Q=

Schedule time away from the screen.

App Limits
Set time limits for apps.

Always Allowed
Choose apps you want at all times.

Content & Privacy Restrictions
Block inappropriate content.

Use Screen Time Passcode

Use a passcode to secure Screen Time settings and to allow
for more time when limits expire.

Share Across Devices

You can enable this on any device signed in to iCloud to
report your combined screen time.

Turn Off Screen Time

internet

matters.org






https://www.youtube.com/watch?v=ElffOUB3TZ4
https://www.youtube.com/watch?v=ElffOUB3TZ4

Do you know your child’s
favourite apps and sites?

Are the apps age appropriate?

-
internet
matters.org







13 year olds and upwards

a_

AskFm

[fourscricy e

Foursguare

Linkedin

»y

Twitter

Houseparty

Age Restrictions

TikTok

vimeo

Vimeo

Monkey

Bebo

Habbo

@

Reddgit

YouNow

Whisper

Facebook

)

Instagram

2

Snapchat

2 YouTube

YouTube

flickr

Flickr

Kik-

KiK

tumblr.

Tumblir

Yubo




Age Restrictions

14 year olds and upwards

mmyspace

MySpace

16 year olds and upwards

o [

WhatsApp meet me

Only suitable for 17 year olds and upwards

O 7

Periscope Live.me

Not suitable for under 18 year olds

Tagged Omegle




What are the risks of an underage soclal networking account?

* Many sites include an instant message function which allows private
conversations

* Most social networking sites have an app version available, meaning
your child will have access to the social network from their smartphone
or tablet.

« Some app versions of social networks use the location of the phone.

 Information shared between friends can be easily copied and may

internet
spre ad matters.org




What are the risks of an underage soclal networking account?

 Itisn’t easy to take back information that has been posted

* Not everyone your child meets online will be who they say they are.
Chatrooms and forums can connect people who are complete
strangers and can be unmoderated

« Chatrooms and forums are one of the places online groomers go to

connect with children. They can also be places where people use a lot

of sexual language and engage in online flirting. This is sometimes
internet
done through video chat programs.




| Instagram TR

Help Centre Privacy and Safety Center

Tips for Parents

Community Guidelines

Controlling Your Wisibility Basic Info

~ What is Instagram?
Learm How to Address Abuse
~ Can | have access to my teen's Instagram account?

Blocking People ~ Download "A Parent's Guide to Instagram™

~ How do | change how ads on Instagram are targeted to my child?
Safety Tips

Privacy and Safety

Tips for Parents

 How do | manage my privacy on Instagram™

Information for Law Enforcement
~ Wiho can see my teen’s photos on Instagram®

H i .
Report Something > ~ How can | get an image of my child remowved from Instagram@

~ Why was an image that | posted on Instagram of my child remowved?
Sharing Photos Safely

Learrms more about our Comimunity Guidelinas.
Alpout Eating Disorders

Reporting

Drata Poli . . . .
¥ ~ How can | or my teen report abusive behawvior or inappropriatefoffensive material on

Instagram?®



The BlackBerry Messenger (BEM) app allows you to share
messages and images. It also allows you to make free calls
anywhere around the world.

The app offers a virtual world that might be appealing to
children due to its cartoon-like customisation. You can create
your own avatar as well as customising your own chatroom.

WeChat is a voice and text messaging app with location and
Bluetooth functionalities. WeChat allows you to contact other
people randomly if they're in a similar location or using certain
functions of the app at the same time.

Telegram is an app available on both mobile and desktops,
allowing free and safe messages for the sender. The app
encrypts messages and gives you the ability to destroy them if
unwanted.

This is a voice-over-Internet Protocol (VoIP) app that is used

primarily in the world of online gaming between gamers playing
multi-player games. There are no restrictions about who can
chat to who.

The Facebook Messenger app is a messenger app that connects
with the Inbox in Facebook.

Skype allows you to make voice calls over an intermet
connection. It also has a chat function and allows the
transmission of files from one person to another.

Free-of-charge, real-time messaging. You can share images and
videos, take part in "group chats” and share locations. You can
only message someone if you already know their telephone
number.

¥You can make free calls, share images and texts free-of-charge
anywhere. It's based on knowing the other person‘s phone
number, so you can only message another person if you already
know their telephone number.

The minimum age to sign-up for an account is 13. It allow you
to send free text, video and photos to friends. See our
to learn more about the app and privacy settings.




where awailable, ywou'll also find links to relevancy privascy paqges,

L

TikTok is a popular socal netoworkdang app that allows users o
create, musical dips and short dips up oo &0 secornds arnd add
spe=cial affecrs o theam. Cost: Free | Mandoeosrrs aages 13 |
Arvwailable om: 105 arnd Scedroid

A only socal networlc. You can odheat 1-on-1 ocr poste
public states Mmessages using the apps custorm emaji keyboard.
Cosits Fres | Mananyuanm aage: urnrated | Available om: 0S80

Soogle Play

A el is @ Sshort wideo aoccormpanied by @ =mall asmowene off
e, Wouw can respond oo beekbes with anotheer ek — krowsrns s a
"“Keekbadck” The interactions can ocoour in a public or pricace
wiesr., Coesls Fres | Mindrrsaosnn aage: 12 (13 — wwith parencal
parmnission ) | Accaidlakbie orme OS5 B Soogle Play

The Photo sharing sodcial meaedia app givwes ohildren the
opportenity o exxplorne thvee vworld of socal eovecrkking in a safe
Errvircnment. Cost: Fres | Mindomaann aape: 9+ | Aovailablle omc
oS

Pintorest is & app you can uss o oollate wisual idess, greatr For
sduraticnal and ocrestive projects. Coslts Free | Mo
Saper 12 | Acasilsble oms (OS5 2 Google Play

Timehop is an app that allows you o see the events on social
media from a specfied point in the past. Cosi: Fres ||
MMinimmaarn Seapec: 18 | Acvaidlable om: 3OS B Google Play

SGoogle 4 s a sooal vetercrking site that lets you esccchange files
=nd informeaton. cdhat and welscaam wath freends. Cosiz: Fre= |

MMininmaarn aaagpe: 12 | Acvaalable om: 7005 B Soocgle Play

paraemt guides or safety tips for these apps-.

3
>
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The Facebook app allows ywowu o share personal infformat@on,.
status updates, pictounes.,. wideos and chat wwith a nenworkc. The
SRS feature is wortdh wunderstanding — * albowes
wouu Do see your mends" curment loations on a map. Cosits Fres
| MEnEmvT ages: 13 | Acsaillable ons (0S5 2 Google Play

A photo—=sharng ape whidch allowss ywou to edit photos and
wideos, upload therm arnd share theaem o other social neterorkang
sites. Photos and wideos can be sant directlhy o friends. See our

o lemrm more about the app and how o s=t
privacy oonmbrols, Cositz Free | Manammmuorms ages 13 | Accaalakble
oz 0S5 2 Google Play

Eik is & messaengers app with a buile—in browveser,. It allowvsrs users
o =l browse and sharm= @any websime with friends withowt:
leareing the app. Unlike somse mMessaging apps. Kik doe=n't use
elephomne nuembers, only user Nnames. Cosst: Fres | b i
ape=: 12 (13 — writh parental permission]) | Accailable ore OS5 B
Sooegle Play

This is a live video streaming app that bets you watsh or
broadcast live wideo dthrouvgh & open social netercark oo anywhere
im the wwordd., Watchers can commesnt on wideos as thhey an=e
broasdcast. Cosi: Free | Mindimaan age: 17+ | Availalblbe om:
0OS & Google Play

This app aams to build a digital commonitey where children can
share ore, stories, garmes, photos and conmests thatr they we
oreated with other like-rmianded children. Childiren can folloes
frienmds, other Poplam aocowntes, and their favourice band, artist
or authors. Cosslts Free | Mamansoares sageesr: 13 | Acscasilasble oms
OS B Google Play

The Twitber app works in a samilar vway oo the deskeop wersion of
Thwitter, esxccept that when you owess youw can also pose thee
loaticon of where you'rme oweeetirng from. Thea

For parents can heElp wwith any guestons or comreermnes.. Cosits Fraee
| MEnEmsT ages: 13 || Available ons (§(05S & Google Play

A app oreated for dhildrens undler 13 whern=s kids ar=e able 0o
post arnd shar= images of their lego creations with friends in a
safe emvirconmeaent. Co=t: Free | Manimurrms aagpees 34 | Available
P T e ol T e |
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Anonymous Apps

* Anonymous apps allow users to share S—
and interact with each other without — S
revealing who they are o —— e

 Anonymous apps can expose children to stz

a range of online risks, including
inappropriate content, cyberbullying @

and sexting m

* Under the cover of anonymity, people
may feel less accountable for what they e e e
say and may share things that they
would not on open social platforms B

= ]
[
-




Decoy Apps

Secret Calculator app — Stashword - Private Fingerprint Messenger —

Appearing as a calculator icon, the only The Stashword app cannot be seen as it is

giveaway that this may actually be a decoy an extension to messages only. It requires

app is if you see more than one calculator a PIN or fingerprint scan in order to open

icon on your child's device. Private private messages. You can erase

information, videos and photoegraphs can conversation easily and it can also be used

Other things to be aware of:

be hidden in this app. to save and manage passwords.
Cost: Freemium with in-app purchases | Minimum age: Mo Cost: 99p Minimum age: No minimum age ° Fake proﬁles
minimum age Risks: Sending or recieving inappropriate content
Risk: Sharing or recieving inappropriate content
*  Dual profiles
s Secret Calculator App parents’ guide
KeepSafe Photo Vault - °

New apps being created

Photo Album Vault o The Keepsafe app allows you to store

photos and videos behind a PIM,
fingerprint touch ID and military-grade

Help guides for each app!

The Photo Album Vault appears as a encryption. There is a free and paid version

typical lock screen and allows you to store of the app based on extended features like

photos in the cloud with unlimited storage. advanced security features, such as fake
You can also take and store videos and login PIMs, break-in alerts and the akility to

photosin the app. disquise the app as something else.

Cost: Free with in-app purchases | Cost: Free with in-app purchasss| Minimum age: no minimum

Minimum age: no minimum age

internet

age

Risks: Sharing or receiving inappropriate content Risks: Sharing or receiving inappropriate images

matters.org




For Parents Far Educators For Advocates

@/ COMmMon sense med'la* Find movies, books, and more ... OL Signin

Movies & TV Books Apps & Games Parents Need to Know Latino Research About Us Distance Learning

By Age By Topic Parents' Ultimate What's New
Guide to ...
Preschoolers (2-4) Cellphones
Little Kids (5-7) Screen Time Minecraft
BigKids (8-9) Social Media Google Classroom
Tweens (10-12) Privacy and Online Safety Fortnite
. . YouTube Talking to Kids About the
Teens (13+) Learning with Technology Violence at the U.S. Capitol
. . , Snapchat
Violence in the Media All Articles
More TikTok
Family Media Agreement
Roblox
Parent Trapped Podcast
YouTube Kids
Free Weekly Webinars
Zoom
Messenger Kids

Parental Controls

internet

Mare...

matters.org



:nternet Skt '. About us Inclusive Digital Safety Search Q
matters.org .@ ONLINE ISSUES ADVICE BY AGE SETTING CONTROLS GUIDES & RESOURCES NEWS & OPINION SCHOOLS RESOURCE

You are here: Home > Resources > Guide to Apps

A"' Guide to Apps

‘t Get prert tips to support children

Getting to grips with apps children

internet

use A A matters.org



Commonsensemedia.org

‘ -
Wm l@ https://www.commonsensemedia.org/

File Edit View Favorites Tools Help

po-ac H Wl What Parents Need To Kn... |  Reviews 8 Age Ratings ... X W EdTed

(& common sense media’

Find Great Media for
Kids by Age and Type

Watch Will Ferrell Try #DeviceFreeDinner

The Hollywood superstar and dad of three uses his signature humor to show us all the
embarrassing things we should stop doing at the dinner table. Watch what happens!

0000

Top-Rated Learning Tools of

Congress "CHIP"s Away at

Step-by-Step Tips to Set Up

GREAT FOR LEARNING

Pan
European
Game
Information

NSPCC
Net Aware!))

080011

internet
matters.org



https://www.commonsensemedia.org/

Privacy and ldentity

e Just like adults, children may be at risk of having their online identity stolen and misused.
* |t can be difficult to maintain a child’s privacy as they may not understand what

information is safe to share online, or what default privacy settings are on the sites and
devices they’re using.

internet
matters.org




Dealing with Cyberbullying

internet
matters.org


https://www.youtube.com/watch?v=ynRBxjbIxn4
https://www.youtube.com/watch?v=ynRBxjbIxn4

wants to chat

Play (k)

> 4) 001/030 @O 5] 5.




IT CAN BE
ANONYMOUS

Although it's easy to keep
the svidence, it's harder to
know who's behind it

TALK ABOUT IT

If vour child uses social media
don’'t wait until it happens to
discuss it with them

‘ S
BEWARE WHEN
THEY SHARE

Discuss what children
should share online and
how this could invite
bullies

IT'S EASY TO DO

Even children who've never
been involved in bullying can
post or share something
without thinking

CONTROLS CAN
HELP

Set parental controls on their
devices and ensure privacy
settings are at the highest
level on social media

Why is cyberbullying different?

=

THE INTERNET
NEVER SLEEPS

Cyberbullying can reach
children anytime and
anywhere

P
8

EXPLORE FOR
YOURSELF

Learn about the apps.
social networks and
online games your child
uses and what they
could be exposed to

ITS GROWING

One in five 15318 year-olds claim
to have experienced
cyberbullying

o

TAKE IT SERIOUSLY

Check in with your child and
be mindful of signs that they
may be getting bullied

10

BLOCK AND REPORT

Teach your child what to do if
they want to prevent or report
abusive messages




Protect your child from cyberbulling

Bullying has changed and can now happen anywhere, anytime. Help protect your child
from the lasting effects of cyberbullying by learning how to help them deal with it.

Top tips to deal with cyberbullying

p

Talk about it

Find theright time to
approach you child if you
think they're being bullied

Show your support
Be calm and considered and
tell them how you'll help
them get throughit

Don’t stop them
going online

Taking away their devices
or restricting usage might
make things worse

Help them to deal

with it themselves

If it’'s among school friends,
advise themto tell the person
how it made them feel

F
=

28

5.

Don’t retaliate

Advise your childnot to
respond to abusive messages
and leave conversations if
they're uncomfortable

&

Block the bullies
Ifthe messages arerepeated
block andreport the sender
to the social network or
gaming platform

Keep the ev1dence
Take screenshots incas
you need them later as
proof of what's happened

Don’t deal with

it alone

Talk to friends for support
and if necessary contact
your child's school

D
(=]
=

To find out more visit: internetmatters.org/cyberbullying

Your advice should too.

internet
matters.org




Guide your child to be safe online

Think before
you post

Be share aware

Be a good
role model

Getinvolved

Family agreement

Reviewyouragmemmt'nthe
ﬁmxretomahesueitreﬂec:sﬂle
mm:nt} needsandagesdyuw

everyone is appy with it. Dlo'lm"g positive behaviour?

Who i this agreement for> 'g questions

TOp tlp - have a ¢ hat do we use the internet for>
family agreement Aduit's use |
Like this example

by Childnet

Why are we Creating this family agreement?

wwwAchildnetcom/have-a—conversation

internet
matters.org



Online reputation

Encourage thermm Malke sure they kmnow Empower therm to
to keep it positive how to report abuse be themselves online
online Together get familiar with Ervcourage childrern ot to

the reporting and blocking hide behind anonyrmity
anlirne arnd be tampted Do Sa

Acticrs anlins can hawe =
real world consaeguanmncas - sattings awvaillable an

share real storias Lo el Patharrms they use DO Screen o S CThiregs thesy shoulcdm't.
theerT urrcderstarcd SUt arn abursse that breakes Use axarmiplas to highlight
the powear of baeirg a platforrm’s the poweer ST beirng rea
SEasitive orlirfe. mian ply T crliree ared deweloapHharnc their
3 i [ OSESorsS oy Create & peosSitbees

dAigital foot prirt.

Encourage themm Ma ke therm awvware Highlight the
to do a search on that they can recowver importance of
their name from mistakes made choosing respect

onlime Talk to thesrm abowar

FMake sure they are awarae of
respecting other pecple's

the inforrmation that futurs L=t therm ko that if thhesy ; - .
errElovere armed e cRers M rake a mistalos by posting privacy and wview points
and take g call 1o sormiaethimng they shculadmt = T yoms om' S ree

L Tierm

L= theaere is always a way to
dieal with it amnd give tharm
sUupEort to rma ke srmarter
e Future.

wirca thart is unoleass
COrreci

Mo 1M

SupaDad7Ts

Be the example they
camn followr

internet

matters.org

int t — ; : o S
IinLerne sruline Lo bearmn hosss to bee kimd
matterﬁuﬂrg and maloe safer choices anline.




Sexting




Sexting

The term ‘sexting’ is used to describe the sending and receiving of sexually explicit
photos, messages and video clips, by text, email or posting them on social networking
sites.

It’s increasingly done by young people who send images and messages to their

friends, partners, or even strangers they meet online.

Habits Communication \ Frequency
O e
65 Aj of children aged 12 to children have 216 of reports to CEOP in
15 own a received an 2012 were about the
smartphone’ unwanted image on sharing of self-
the subject of sex © created indecent

images *




Sexting

How common is it?

It is most prevalent among those aged 15 and over, 17% of whom said they had shared a nude or
sexual photo of themselves. This accelerates quickly in the mid-teens, from 4% at age 13, to 7% at age
14. The rate then more than doubles between ages 14 and the 15 and over age group, when around 1
in 6 have sent an image of themselves to someone else.

*2020 Cybersurvey

What apps are they using to sext?

WhatsApp and Snapchat are the most commonly used apps to engage in sexting by teens according

to a recent study.
matters.org




Sexting

Sexting is illegal (for under 18s)

 When children engage in sexting they’re creating an indecent image of a person under the
age of 18 which, even if they take it themselves, is against the law.

* Distributing an indecent image of a child — e.g. sending it via text —is also illegal.

* It’s very unlikely that a child would be prosecuted for a first offence, but the police might

internet
matters.org

want to investigate.




Dealing with ‘SEXTING’

What should I do if sexting affects my child?

l
d -

Explore the facts

Find out who the content was shared with
initially, who it was passed on to, whether it was

done maliciously or was a joke gone wrong.

Call the school

Your child’s school will be able to help you deal
with the repercussions and support your child

at school.

Report it

If you suspect the image has been shared with an adult,
contact the Child Exploitation and Online Protection Centre
(CEQOP), who are the national policing lead for online child

sexual exploitation.

Contact the website or provider

Social networking sites should remove an image if asked. If

the image has been shared via a mobile phone, contact the

provider who should be able to provide you with a new

number. internet
matters.org



https://www.ceop.police.uk/Ceop-Report/

?nternet
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Online Grooming

_rooming v comeone seeks to
build an emotional connection with a child
to gain their trust for sexual purposes.

It happens both online and face to face]

VALY




Grooming

What is ‘online grooming’? 2 I

Grooming

 There’s a chance that your child may meet people online that aren’t

who they say they are. \ /

« Grooming is a word used to describe people befriending children in

order to take advantage of them for sexual purposes.

« Many parents worry about online grooming so it's important to talk

internet

to your children about how to stay safe. matters.org




Grooming

Online groomers may use a fake profile / \

Groomers may go to a social network used by young people and pretend to be one of them. Grooming

They might attempt to gain trust by using fake profile pictures, pretending to have similar

interests, offering gifts and saying nice things to the child. % P 4

Groomers build trust between themselves and the child’

Once they have the child’s trust the groomer often steers the conversation towards their
sexual experiences, even asking them to send sexual photographs or videos of themselves.
Some may try to set up a meeting or even blackmail children by threatening to share the

pictures or videos with the child’s family and friends. internet
matters.org




Grooming

7

Existing relationships may be exploited by a groomer Grooming

Online groomers are not always strangers. In many situations, they may already have met

them through their family or social activities, and use the internet to build rapport with k, /

them. Sometimes children don’t realise they’ve been groomed, and think that the person is

their boyfriend or girlfriend.

internet
matters.org




f - News

Mother of murdered schoolboy, Breck
Bednar, taunted by menacing blogs
Killer posted from prison

R % g i

Breck Bednar, 14. was murdered by Lewis Daynes who groomed him over the internet crepiT: ESSEX

By Telegraph Reporters

23 IANUARY 2018 - 12:49AM
he mother of a murdered schoolboy has told an inquiry how
she feared his killer had escaped from jail when he posted
menacing blogs from behind bars.

Breck Bednar was 14 when he fell into the thrall of computer
engineer Lewis Daynes, an 18-year-old stranger who groomed him
over the course of many months.

He was [ured to a flat in Grays, Essex, In February 2014 by the
predator, who slit his throat during an attack believed to be sexually
motivated.



http://www.bbc.co.uk/programmes/p03gkc0d
http://www.bbc.co.uk/programmes/p03gkc0d
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Kayleigh Haywood — the case behind the film

* Kayleigh Haywood began speaking to Luke Harlow, a man she had never met, on 31 October 2015.

* Over the course of two weeks they exchanged 2643 messages. Harlow told the 15-year-old all the things many
teenage girls want to hear. He told her she was beautiful, how much he cared for her and that she was special.

* Harlow was grooming Kayleigh, along with two other young girls he had also been speaking to. It was Kayleigh
that finally agreed to his request to spend the night with him on Friday 13 November 2015.

* The following day she was introduced to Harlow’s neighbour, Stephen Beadman. In the early hours of Sunday

15 November, having been held against her will by the pair, Kayleigh was raped and murdered by Beadman.

* Beadman was sentenced in July 2016 to a minimum of 35 years in prison for Kayleigh’s murder. internet
matters.org

* Harlow was given 12 years for grooming and false imprisonment.




Spotting the signs

Recognising the signs of online grooming can be hard because it can happen at home and groomers
often tell children not to talk to anyone about it. There are a number of signs to be aware of

(although a lot of them are quite common among teens), but look out for increased instances of:

* wanting to spend more and more time on the internet

* being secretive about who they are talking to online and what sites they visit
* switching screens when you come near the computer

* possessing items — electronic devices or phones — you haven’t given them

e using sexual language you wouldn’t expect them to know

internet

e becoming emotionally volatile matters.org
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Risks children face online: Online grooming

What is online grooming?

Grooming is a process used to prepare a child for sexual abuse. An offender’s aim when grooming will be to gain access to a
child and build a relationship with that child. Grooming can take many different forms, from one off contact which may
include sexual advances, to a series of events over time. It may start with an adult scanning websites to identify a vulner-
able child or befriending a child, perhaps by pretending to have common hobbies or interests or using flattery to trick a
child into trusting them.

Online it is easier for an offender to lie and gain one to one contact with a child, for example through a social networking or
gaming site. They can share images or videos relating to their claimed common interests and build a ‘relationship” away
from any adult supervision.

Once a relationship is established an offender may then introduce sexual themes to the conversation, for example, asking
the child about their sexual experiences, sharing pornography with them or asking them for sexual pictures of themselves.

Different offenders will have different approaches so whereas this process may be very quick it can also take days, weeks or C EO P Reso urce
even months. Often an offender will attempt to get a child to meet them in the real world in order to abuse them. Increas-
ingly some offenders are also persuading children to perform sexual acts on webcam. https '//WWW |nte rn etmatte rs Org/W

Signs of grooming p-content/uploads/2018/09/CEOP-

Look out for an unhealthy or heightened level of internet usage. Has your child become more secretive about who they are .
talking to and where they conduct their online conversations? groo mi ng_fa CtSh eet pdf

To your knowledge has your child engaged in any sexual behaviour online or via text, chat or webcam? Have they got any
new electronic devices or gifts that they may not have been able to obtain for themselves?

Talk to your child about meeting their online friend’s offline. If they intend to meet any of these online friends you need to
set clear boundaries, tell them why you are concerned for their safety and that they must take you or a trusted adult with
them to the meeting.

internet

matters.org

What can parents and carers do to protect their child online?

Parents and carers need to be mindful that part of the fun of beine online is communicatine and often sites are desiened


https://www.internetmatters.org/wp-content/uploads/2018/09/CEOP-grooming-factsheet.pdf
https://www.internetmatters.org/wp-content/uploads/2018/09/CEOP-grooming-factsheet.pdf

Steps that you can take to help them:

Reassure your child

Talk to your child - Let them
know that they are in no way to
blame for what has happened
and that you are there to

help protect them.

Report it

Report it to the authorities
— If you think your child — or
another child - could be in
immediate danger tell your
local police at once.

You can report any concerns
about online grooming to
the Mational Crime Agency’s
CEOP Command.

Report any child abuse
images you find
hosted by websites
to the Internet
Watch Foundation.

Get help ‘.

Childline

If wour child wants to talk
to someone in confidence
they can call Childline on
0800 11 or Get Connected

on 0808 B08 4994 (text BOB49).

NSPCC

You can call the NSPCC's free 24/7
adult helpline on 0808 800 5000,
email help@nspcc.org.uk or text

88858,

Stop it Now!

You can also contact the Stop it
Now! helpline (0808 1000 200)
where you can seek advice
anonyrmously.

internet
matters.org

Tools to keep them safe

Encourage them to make use of privacy
settings on the social networks and
platforms they use so they stay in control
of who can see their content.

For vounger children use our parental
control how-to-guides to set the right
controls across devices, platforms and
internet connections.




Other useful support services

« Child Exploitation & Online Protection Centre

« For concerns about online sexual abuse or the way someone has been
communicating online ceop.police.uk/CEOP-Reporting/

- NSPCC Net Aware NSPCC

+ A guide to social networks that children use net-aware.org.uk/# Net Aware )) )
+ Childline 0800 1111 m
« 24 hour free helpline service for children and young people 0800111
internet
matters.org



https://ceop.police.uk/CEOP-Reporting/
https://www.net-aware.org.uk/
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http://www.youtube.com/user/internetmatters

What we do in school!

Curriculum Computing:
In Year 7 - Digital Literacy including: digital footprints, safe searching on the internet and staying SMART on the Internet

In Year 8 - Cyberbullying, Copyright laws and ldentity fraud, and Sexting
 PSHE lessons
« Assemblies

« Pastoral Support

« Tutor time
* Online Safety Week
* Online Safety Evening

* Website internet
matters.org




Online Safety Evening

Any questions?

internet

CLICK CEOP
Internet Safety

Internet ?
Centre [

www.saferinternet.org.uk

matters.org




