
Online Safety Evening

Wednesday 27th January 2021

4.30pm

thatcherd@piggottschool.org

Please join with cameras and microphones off

Thank you!



Parenting in the
digital age



What we aim to cover

• Issues facing young people online

• Your concerns

• Q&A

Mr David Thatcher Assistant Headteacher (i/c Online Safety)

Mrs Joanne Colby (Safeguarding Officer)

https://www.internetmatters.org/issues/screen-time/protect-your-child/

https://www.internetmatters.org/issues/screen-time/protect-your-child/


Main issues facing young people online 

• Screen time

• Inappropriate content

• Online reputation

• Privacy & identify theft

• Self harm

• Cyberbullying

• Online grooming

• Sexting

• Self Harm

• Radicalisation

Aim:
• Share knowledge

• Offer advice

• Reassure you

• Encourage positive choices

• Support

• Working together



THE DIGITAL WORLD







Online education



Screen Time



Screen Time





Screen Time



https://www.youtube.com/watch?v=ElffOUB3TZ4
https://www.youtube.com/watch?v=ElffOUB3TZ4


Do you know your child’s 

favourite apps and sites?

Are the apps age appropriate?

Mobile Apps  





Age Restrictions



Age Restrictions



What are the risks of an underage social networking account?

• Many sites include an instant message function which allows private 

conversations 

• Most social networking sites have an app version available, meaning 

your child will have access to the social network from their smartphone 

or tablet. 

• Some app versions of social networks use the location of the phone.

• Information shared between friends can be easily copied and may 

spread



What are the risks of an underage social networking account?

• It isn’t easy to take back information that has been posted 

• Not everyone your child meets online will be who they say they are. 

Chatrooms and forums can connect people who are complete 

strangers and can be unmoderated

• Chatrooms and forums are one of the places online groomers go to 

connect with children. They can also be places where people use a lot 

of sexual language and engage in online flirting. This is sometimes 

done through video chat programs.



What do I do if I find an underage social networking account?

• Most social networking platforms have a reporting 

function.







Anonymous Apps

• Anonymous apps allow users to share 
and interact with each other without 
revealing who they are

• Anonymous apps can expose children to 
a range of online risks, including 
inappropriate content, cyberbullying 
and sexting

• Under the cover of anonymity, people 
may feel less accountable for what they 
say and may share things that they 
would not on open social platforms



Other things to be aware of:

• Fake profiles

• Dual profiles

• New apps being created

Help guides for each app!

Decoy Apps







Commonsensemedia.org

https://www.commonsensemedia.org/


Privacy and Identity 

• Just like adults, children may be at risk of having their online identity stolen and misused.

• It can be difficult to maintain a child’s privacy as they may not understand what 
information is safe to share online, or what default privacy settings are on the sites and 
devices they’re using.



Dealing with Cyberbullying

https://www.youtube.com/watch?v=ynRBxjbIxn4
https://www.youtube.com/watch?v=ynRBxjbIxn4




Why is cyberbullying different?





Guide your child to be safe online

Get involved

Be share aware

Think before

you post

Time  

online

Be a good  

role model

Top tip – have a  

family agreement  

Like this example  

by Childnet



Online reputation



Sexting



Sexting

The term ‘sexting’ is used to describe the sending and receiving of sexually explicit 

photos, messages and video clips, by text, email or posting them on social networking 

sites. 

It’s increasingly done by young people who send images and messages to their 

friends, partners, or even strangers they meet online.



Sexting

How common is it?

It is most prevalent among those aged 15 and over, 17% of whom said they had shared a nude or 

sexual photo of themselves. This accelerates quickly in the mid-teens, from 4% at age 13, to 7% at age 

14. The rate then more than doubles between ages 14 and the 15 and over age group, when around 1 

in 6 have sent an image of themselves to someone else.

*2020 Cybersurvey

What apps are they using to sext?

WhatsApp and Snapchat are the most commonly used apps to engage in sexting by teens according 

to a recent study.



Sexting

Sexting is illegal (for under 18s)

• When children engage in sexting they’re creating an indecent image of a person under the 

age of 18 which, even if they take it themselves, is against the law. 

• Distributing an indecent image of a child – e.g. sending it via text – is also illegal. 

• It’s very unlikely that a child would be prosecuted for a first offence, but the police might 

want to investigate.



Dealing with ‘SEXTING’

What should I do if sexting affects my child?

Explore the facts

Find out who the content was shared with 

initially, who it was passed on to, whether it was 

done maliciously or was a joke gone wrong.

Call the school

Your child’s school will be able to help you deal 

with the repercussions and support your child 

at school.

Report it

If you suspect the image has been shared with an adult, 

contact the Child Exploitation and Online Protection Centre 

(CEOP), who are the national policing lead for online child 

sexual exploitation.

Contact the website or provider

Social networking sites should remove an image if asked. If 

the image has been shared via a mobile phone, contact the 

provider who should be able to provide you with a new 

number.

https://www.ceop.police.uk/Ceop-Report/


Online Grooming



Grooming

What is ‘online grooming’?

• There’s a chance that your child may meet people online that aren’t 

who they say they are. 

• Grooming is a word used to describe people befriending children in 

order to take advantage of them for sexual purposes. 

• Many parents worry about online grooming so it’s important to talk 

to your children about how to stay safe.



Grooming

Online groomers may use a fake profile

Groomers may go to a social network used by young people and pretend to be one of them. 

They might attempt to gain trust by using fake profile pictures, pretending to have similar 

interests, offering gifts and saying nice things to the child.

Groomers build trust between themselves and the child’

Once they have the child’s trust the groomer often steers the conversation towards their 

sexual experiences, even asking them to send sexual photographs or videos of themselves. 

Some may try to set up a meeting or even blackmail children by threatening to share the 

pictures or videos with the child’s family and friends.



Grooming

Existing relationships may be exploited by a groomer

Online groomers are not always strangers. In many situations, they may already have met 

them through their family or social activities, and use the internet to build rapport with 

them. Sometimes children don’t realise they’ve been groomed, and think that the person is 

their boyfriend or girlfriend.



http://www.bbc.co.uk/programmes/p03gkc0d
http://www.bbc.co.uk/programmes/p03gkc0d




Kayleigh Haywood – the case behind the film

• Kayleigh Haywood began speaking to Luke Harlow, a man she had never met, on 31 October 2015.

• Over the course of two weeks they exchanged 2643 messages. Harlow told the 15-year-old all the things many 

teenage girls want to hear. He told her she was beautiful, how much he cared for her and that she was special.

• Harlow was grooming Kayleigh, along with two other young girls he had also been speaking to. It was Kayleigh 

that finally agreed to his request to spend the night with him on Friday 13 November 2015.

• The following day she was introduced to Harlow’s neighbour, Stephen Beadman. In the early hours of Sunday 

15 November, having been held against her will by the pair, Kayleigh was raped and murdered by Beadman.

• Beadman was sentenced in July 2016 to a minimum of 35 years in prison for Kayleigh’s murder.

• Harlow was given 12 years for grooming and false imprisonment.



Spotting the signs 

Recognising the signs of online grooming can be hard because it can happen at home and groomers 

often tell children not to talk to anyone about it. There are a number of signs to be aware of 

(although a lot of them are quite common among teens), but look out for increased instances of: 

• wanting to spend more and more time on the internet

• being secretive about who they are talking to online and what sites they visit

• switching screens when you come near the computer

• possessing items – electronic devices or phones – you haven’t given them

• using sexual language you wouldn’t expect them to know

• becoming emotionally volatile



CEOP Resource
https://www.internetmatters.org/w
p-content/uploads/2018/09/CEOP-
grooming-factsheet.pdf

https://www.internetmatters.org/wp-content/uploads/2018/09/CEOP-grooming-factsheet.pdf
https://www.internetmatters.org/wp-content/uploads/2018/09/CEOP-grooming-factsheet.pdf




Other useful support services

• Child Exploitation & Online Protection Centre

• For concerns about online sexual abuse or the way someone has been  
communicating online ceop.police.uk/CEOP-Reporting/

• NSPCC Net Aware

• A guide to social networks that children use net-aware.org.uk/#

• Childline 0800 1111

• 24 hour free helpline service for children and young people

https://ceop.police.uk/CEOP-Reporting/
https://www.net-aware.org.uk/


@im_org

InternetMatters

Internet Matters

Helping parents keep their children safe online

https://twitter.com/IM_org
http://www.facebook.com/InternetMatters
http://www.youtube.com/user/internetmatters


What we do in school!

Curriculum Computing:

In Year 7 - Digital Literacy including: digital footprints, safe searching on the internet and staying SMART on the Internet

In Year 8 - Cyberbullying, Copyright laws and Identity fraud, and Sexting

• PSHE lessons

• Assemblies

• Pastoral Support

• Tutor time

• Online Safety Week

• Online Safety Evening

• Website



Online Safety Evening

Any questions?


